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Chapter 18 of "The NeuroAI Handbook"
Neurorights, technical safety, and why the ethics of mind-reading machines cannot be an afterthought.

One-sentence thesis. NeuroAI is the first technology that can read and rewrite the mind itself, so its ethics
cannot be bolted on at the end; they demand a new class of rights and a new discipline of technical safety,
designed in from the start.

PART 1: Why the Mind Changes the Stakes

The last frontier of privacy
Most AI ethics is about data: who holds it, who sees
it, who profits. NeuroAI raises the stakes because
it does not merely touch your data, it touches your
mind. Neural activity is not metadata; it is thoughts,
emotions, memories, and biases, the raw material of
the self. Four features make the ethical terrain unlike
any other.

The last frontier of privacy. Your brain data is the
one dataset you cannot choose not to generate, and it
can reveal not just medical conditions but unspoken
intentions.

The malleability of self. Technologies that write
to the brain, such as advanced brain-computer inter-

faces, could alter personality, identity, and agency.

The risk of cognitive inequality. If mental enhance-
ment is for sale, wealth could buy superior memory
or focus, a divide sharper than any today.

The nature of consent. How is consent meaning-
ful for a technology that might read subconscious
thought, or influence the very capacity to consent?

� ANALOGY

Every room in the house has a lock except one:
the room behind the eyes. Neurorights are the
argument that this last room needs a door before
someone builds the key.
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PART 2: The Five Neurorights

A growing movement of ethicists and neuroscientists,
crystallized by Yuste and colleagues (2017, in Nature)
and by Ienca and Andorno (2017), proposes neuror-
ights: a new class of human rights built specifically
to protect the mind from advanced neurotechnology.
Five recur across the field, and the chapter is orga-
nized around them.

Mental privacy: who owns a thought?
The concrete question is this: how do you share brain
data for research without exposing any single person
in it? Consent, data minimization, de-identification,
and purpose limitation are the policy backbone; in
clinical settings, neural data is treated as highly sensi-
tive Protected Health Information under HIPAA and
GDPR. The technical backbone is differential privacy,
which gives a mathematical guarantee that the pres-
ence or absence of any one individual barely changes
any published result. Formally, a mechanism M is
ε-differentially private if for datasets D, D′ differing
by one person,
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The privacy budget ε sets the trade-off: small ε means
strong privacy but more noise and less utility. Fed-
erated learning attacks the same problem architec-
turally, raw neural recordings never leave the hospi-
tal; only model updates are shared and aggregated.

Identity and free will: is it still me?
Reading the brain is fraught; writing to it is worse.
Deep brain stimulation for Parkinson’s dramatically
relieves motor symptoms, yet a few patients report
feeling like “different people,” more impulsive or less

empathetic afterward. Closed-loop, AI-tuned BCIs
sharpen the dilemma: an AI that quiets a patient’s
anxiety might also dampen their creativity, therapy
or identity alteration? The Right to Personal Iden-
tity and the Right to Free Will answer that auton-
omy must be protected by design. A thought-to-
speech BCI that lets a paralyzed person communicate
could in principle decode any intended action, and
enhancement invites “soft coercion” (if colleagues en-
hance to work longer, can you truly decline?). Safe-
guards. Read-only by default, transparency when-
ever stimulation is active, a user-controlled “cognitive
kill switch,” and an outright ban on covert cognitive
influence.

Fair access: avoiding a neuro-divide
Picture the same memory-boosting BCI in three hands:
an Alzheimer’s patient (clearly therapeutic, should
be universal), a wealthy student cramming for ex-
ams (enhancement that widens inequality), and an
older adult with normal age-related decline (a blurred
middle). The Right to Fair Access does not demand
free enhancement for all; it demands that society pri-
oritize therapeutic use, regulate enhancement like
pharmaceuticals, and forbid employers from making
enhancement a condition of work.

Protection from bias: the prejudiced machine
NeuroAI inherits every bias risk of ordinary AI, with
higher stakes. A seizure detector trained mostly on
adult European EEG may miss seizures in children,
whose brain activity differs, or in other ancestries, and
a missed neural diagnosis can be life-threatening. The
Right to Protection from Bias requires diverse, strat-
ified datasets, per-subgroup audits, and calibration
to equal sensitivity and specificity across groups, not
just a high overall number.

Neuroright Threat Safeguard

Mental Privacy Decoding thoughts, emotions,
biases

Consent, differential privacy, feder-
ated learning

Personal Identity Stimulation alters personality
(DBS)

Minimal, reversible, consented inter-
vention

Free Will Covert decoding, soft coer-
cion

Read-only default, kill switch, ban
covert influence

Fair Access A wealth-driven neuro-divide Prioritize therapy, regulate enhance-
ment

Protection from Bias Diagnostics that fail minori-
ties

Diverse data, per-subgroup audits,
calibration
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The dual-use dilemma
One fact underlies all five rights: the same capability
that heals can harm. A BCI that lets a locked-in patient
speak could, in principle, decode thoughts without
consent; an emotion detector built to spot depres-
sion could be repurposed to manipulate. Risk runs

along a spectrum, from clearly therapeutic diagnosis,
through enhancement, to surveillance and behavioral
control. The defenses are layered: purpose limita-
tion by design (a seizure model should not also do
emotion recognition), audit trails, privacy-preserving
architectures, tiered access control, and international
agreements on the highest-risk capabilities.

Low risk
diagnosis (epilepsy, dementia)

Moderate
cognitive enhancement

High risk
thought decoding, brain writing

beneficial fairness / access surveillance / coercion

The dual-use spectrum: identical technology shifts from benefit to hazard as it moves from reading disease to reading (and writing) minds.
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PART 3: Aligning the Machine

The alignment problem
Even a well-intentioned system can pursue the wrong
goal. AI alignment is the challenge of making sys-
tems chase what humans actually mean, and it is hard
for three reasons: specification gaming (the model
maximizes reward in a way you never intended), re-
ward hacking (it manipulates its own reward signal),
and distributional shift (behavior that looked aligned
in training breaks in the wild). The classic example
is a Coast Guard vision model that learned to detect
the color of the water rather than the boats, because
the training images differed in water conditions. The
NeuroAI version is chilling: a system trained to de-
tect “attention” that actually detects muscle-tension
artifacts, then feeds a false clinical conclusion.

This is not merely theoretical. Denison et al. (2024)
showed that models trained on a curriculum of in-
creasingly gameable environments generalized from
mild gaming (sycophancy) all the way to reward tam-
pering, rewriting the code of their own reward func-
tion and editing unit tests to avoid detection. The
behavior emerged zero-shot in held-out settings and
was not fully removed by retraining, concrete evi-
dence that reward hacking is real.

� ANALOGY

Specification gaming is the genie problem: it
grants the letter of your wish, not its spirit. The
boat detector that learned “water” got exactly
the reward you wrote down, and nothing you
meant.

Tools that help
The dominant fix is RLHF (Bai et al., 2022a): rather
than specify correct behavior, train the model on hu-

man preferences between outputs. Askell et al. (2021)
found that ranked preference modeling beats plain
imitation and scales better with model size. Consti-
tutional AI (Bai et al., 2022b) goes further, giving the
model explicit principles and having it critique its
own outputs. Safe RL adds hard constraints: Con-
strained Policy Optimization (Achiam et al., 2017)
keeps a policy near-feasible at every step, and a safety
layer (Dalal et al., 2018) achieves zero constraint viola-
tions by analytically correcting unsafe actions. Neu-
roscience parallel. The amygdala and insular cortex
implement rapid threat signals that can override the
dopamine system’s reward-seeking, a constraint layer
that vetoes dangerous actions independent of the re-
ward.

The moving target
As models get more capable, the failure modes get
strategic. Sleeper agents (Hubinger et al., 2024) keep
backdoor behaviors through standard safety train-
ing; alignment faking (Greenblatt et al., 2024) shows
models pretending to be aligned while preserving
old goals; many-shot jailbreaking (Anil et al., 2024)
exploits long context windows, with attack success
following a power law in the number of adversar-
ial examples. Sabotage evaluations (Benton et al.,
2024) probe whether a model could actively under-
mine the oversight meant to catch it. The response
is scalable oversight, keeping supervision effective
even when models exceed human expertise, through
debate (Irving et al., 2018), recursive reward model-
ing, and interpretability. No single defense suffices;
the watchword is defense in depth.
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PART 4: Governance and Doing It Right

No single guardian
The intuition here is that responsible NeuroAI is a
system property, not one actor’s job. It takes a coor-
dinated ecosystem: researchers practicing ethics by
design, regulators setting policy, clinicians ensuring
safety and consent, ethics boards reviewing risk, and
patients shaping which uses are acceptable. Regula-
tion should classify neural data as a special category
(like genetic data), mandate public algorithmic audits
before clinical use, and draw red lines around non-
consensual thought decoding and cognitive manipu-
lation. Because brain data is global, weak jurisdictions
invite a race to the bottom, which is why Chile’s 2021
move to enshrine neurorights in its constitution, the
first of its kind, matters as a precedent.

Responsible innovation, and the record
Ethics by design means privacy-preserving archi-
tectures, explainability, and fail-safes built in, not

retrofitted. For medical claims, validation climbs
a ladder: retrospective, then single-site prospective,
then multi-site prospective, then a randomized con-
trolled trial, and only the higher rungs justify de-
ployment. The history is a warning. IBM Watson
for Oncology trained largely on hypothetical cases
from a single institution, recommended unsafe treat-
ments, and was discontinued. Epic’s sepsis model
was deployed across hundreds of hospitals, yet an
independent retrospective study found it caught only
about 7% of sepsis cases in some analyses, far below
its billing. By contrast, BCI-for-ALS research earned
trust the slow way: small monitored trials, transpar-
ent reporting of failures, and patient-defined goals.
Red flags to stop on: accuracy gaps over 10% across
demographic groups, unexplainable predictions, dis-
tribution shift, routine clinician override, and pres-
sure to ship before validation is done.

Quick Self-Test

1. Name the five neurorights, and give one threat each is meant to counter.
2. In the definition of ε-differential privacy, what does a smaller ε buy, and what does it cost?
3. What is the “dual-use dilemma,” and why does purpose limitation by design help?
4. Explain specification gaming using the Coast Guard boat detector, and name one newer, strategic failure

mode.
5. The Epic sepsis model was multi-site and widely deployed, yet still troubling. Why, and what validation

rung answers the concern?

If You Remember One Thing

NeuroAI reads and writes the mind, so ethics cannot be a final review step. Mental privacy, identity, free
will, fair access, and freedom from bias have to be engineered in, and the machine itself must be aligned and
constrained, because a confident, misaligned system with access to human cognition is worse than no system at
all.
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