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A cross-cutting concept guide - The NeuroAl Handbook

Why reading and writing the brain raises ethics no other Al faces, and how to govern it.

One-sentence thesis. NeuroAl is different because it does not just touch your data, it touches your mind, so
privacy, consent, identity, and bias stop being compliance checkboxes and become a new class of human rights
that need technical, clinical, and legal enforcement at once.

PART 1: Why the Mind Is a Special Case

I Neural Data Is Not Ordinary Data

Every other privacy problem in Al concerns informa-
tion about you, your purchases, your diagnoses, your
movements. Neural data is different in kind: it is a
recording of your thoughts, emotions, intentions, and
memories, the raw substrate of the self. That is why
the book calls the brain the last and most intimate
frontier of privacy. A missed data point in a market-
ing model is an annoyance; a decoded intention is an
exposure with no analog anywhere else in computing.
And unlike a password or a credit-card number, a
neural signature cannot be reissued after it leaks.

Because of this, the familiar frameworks are necessary
but not sufficient. HIPAA and GDPR already treat
neural recordings as sensitive protected health infor-
mation, yet they were not designed for technologies
that can infer mental states, so the book argues neural
data deserves a special category of its own, on par

with genetic information.

I The Five Neurorights

To fill the gap, ethicists, neuroscientists, and policy-
makers (notably Yuste et al., 2017, and Ienca & An-
dorno, 2017) proposed neurorights: a new class of
human rights protecting the mind from advanced
neurotechnology. Five recur throughout the book,
and they organize everything that follows: the right
to mental privacy, to personal identity, to free will,
to fair access, and to protection from bias. They are
not abstractions. Each maps to a concrete technology
already in use or on the near horizon, and each has a
concrete safeguard.

Watch out. The stakes scale with the intimacy of
the target. The same misuse that is merely embarrass-
ing for shopping data becomes coercive, or medically
dangerous, when the data is neural.

Neuroright Protects Concrete threat Safeguard

Mental privacy  Neural data itself Decoding thoughts, re- Consent, differential
identification privacy

Personal iden- Sense of self DBS personality Reversibility, mini-

tity change mal intervention

Free will Autonomous choice Covert influence, soft Read-only default,

coercion kill switch

Fair access Equity of benefit The neuro-divide Prioritize  therapy

over enhancement

Protection from Equal accuracy Seizure model fails mi- Diverse data, bias au-
bias norities dits
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PART 2: Mental Privacy and the Problem of Consent

I Protecting the Recording

The right to mental privacy is enforced by four prin-
ciples the book states plainly: informed consent (ex-
plicit, ongoing, revocable), data minimization (collect
only what the purpose needs), de-identification (strip
identifiers), and purpose limitation (data gathered
for diagnosis is not repurposed for marketing without
fresh consent). But de-identification alone is weak,
neural data is high-dimensional enough to re-identify,
so the book turns to stronger, mathematical protec-
tion. Differential privacy adds calibrated noise so
that the presence or absence of any one person barely
changes any result. Its guarantee is a bound governed
by a privacy budget e:

P(M(D) € S) < ¢ P(M(D') € S)

A smaller e means stronger privacy but noisier, less
useful data, a genuine tradeoff. Federated learning
complements it: hospitals train a shared model on
their own data and exchange only model updates, so
raw recordings never leave the building. Best practice
is defense in depth, combining all three.

privacy

& ANALOGY

A leaked credit card is cancelled and reissued by
morning. There is no reissuing a brain. Neural
data, once decoded, is a key that never changes
and cannot be revoked, which is why privacy for
it must be engineered in before the first record-
ing, not patched afterward.

I Consent When the Interface Learns You

Consent for a brain-computer interface is harder than
a signature on a form. The book insists a patient must
understand five things: what data is collected, how
it is used, who can access it, how long it is kept, and
their unconditional right to withdraw. Two features
of BClISs strain ordinary consent. First, modern de-
coders rely on co-adaptation, the user’s brain and
the AI model continuously reshaping each other, so
the system a patient consented to is not the system
running a month later. Second is the autonomy para-
dox: a BCI that restores communication to a locked-in
patient also creates new dependencies (on the device,
on caregivers) and new vulnerabilities (malfunction,
hacking). Restoring agency and creating dependency
are the same act.

data utility

privacy budget ¢ (higher = weaker privacy)

The differential-privacy dial. Turning € up buys usable data at the cost of protection; turning it down does the reverse. For high-dimensional neural

data this balance is especially unforgiving.



PART 3: Identity, Free Will, and Dual Use

I When the Technology Writes Back

Reading the brain threatens privacy; writing to it
threatens the self. Deep brain stimulation for Parkin-
son’s disease is well established and dramatically re-
lieves motor symptoms, yet in rare cases patients re-
port feeling like “different people,” more impulsive
or less empathetic, and the neurostimulation chap-
ter lists mood changes and impulse-control disorders
among its side effects. Closed-loop systems sharpen
the dilemma: an Al that continuously tunes neural
activity to reduce anxiety might also dampen creative
drive. At what point is a side effect a violation of
the right to personal identity? The book’s answer is
a set of design rules, minimal intervention, explicit
consent for identity-relevant changes, reversibility,
and respect for a patient’s refusal even of beneficial
treatment.

The right to free will is next. A thought-to-speech
decoder that lets a paralyzed person communicate
could in principle decode any intended action, open-
ing the door to employer engagement monitoring
or pre-crime surveillance. Even without any device
reading you, enhancement creates soft coercion: if
colleagues use focus-boosting stimulation to work
longer, can you really decline? Mitigations follow:
transparency about when a device is stimulating, a
user-controlled “cognitive kill switch,” read-only in-
terfaces by default, and an outright ban on covert
cognitive influence.

lower misuse risk

I The Scalpel That Cuts Both Ways

These worries converge on the dual-use dilemma:
the very capability that heals can harm. The neu-
rostimulation toolkit, tDCS, TMS (FDA-approved for
treatment-resistant depression), and DBS, is thera-
peutic, but the same working-memory and attention
boosts that help a patient can widen a neuro-divide if
only the wealthy can buy them, and brain stimulation
aimed at “influencing decisions” is coercion. A BCI
for ALS communication could decode thoughts with-
out consent; an emotion detector built to screen for
depression could target the vulnerable with precision
manipulation.

Watch out. Dual-use is not a bug to be patched but
a property of the technology, so safeguards must be
structural: purpose limitation by design (a seizure de-
tector should not be architected to also read emotion),
audit trails, tiered access, and privacy-preserving, de-
centralized processing.

& ANALOGY

The same scalpel that removes a tumor in a sur-
geon’s hand can wound in another’s. You do not
ban scalpels; you license the surgeon, log the op-
eration, and lock the drawer. Dual-use neurotech
needs the same structural controls, not a hope
that it will only be used well.

higher misuse risk
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The dual-use spectrum. Applications slide from clearly beneficial to severe-risk; the higher-risk end demands access controls, audit trails, and explicit

red lines, not a case-by-case guess.



PART 4: Bias and Governance

| The Prejudiced Machine, With Higher Stakes

NeuroAl inherits every bias problem of ordinary Al
and raises the cost. If a seizure detector is trained
mostly on EEG from adult European patients, it can
fail on children, whose brain activity differs, and un-
derperform for other ancestries with different base-
line patterns. The book’s contrast is stark: a biased
face recognizer might fail to unlock a phone, but a
biased neural diagnostic can miss a seizure, and that
is life-threatening. Studies consistently show medi-
cal Al trained on non-representative data underper-
forms for minority populations, so the right to pro-
tection from bias demands concrete practice: actively
diverse datasets, bias audits that test every demo-
graphic subgroup separately, calibration to equal sen-
sitivity across groups, and inclusive design teams. A
model with 95 percent overall accuracy but 70 percent
for one subgroup is not ready:.

I Governing a Fast-Moving Field

No single actor can secure NeuroAl; the book frames
governance as a multi-stakeholder ecosystem, re-

searchers, regulators, clinicians, ethics boards, indus-
try, and the public. Its concrete asks: classify neural
data as a special protected category, mandate public
algorithmic audits before clinical deployment, and
draw explicit red lines, non-consensual thought de-
coding and cognitive manipulation should simply
be prohibited. Because brain data crosses borders,
weak jurisdictions invite a race to the bottom, so the
book calls for international agreements analogous to
those governing weapons of mass destruction. There
is already precedent: in 2021 Chile became the first
country to enshrine neurorights, mental privacy, free
will, and equal access, in its constitution.

Watch out. Regulation lags innovation, so the book
argues for adaptive governance, regulatory sandboxes,
living guidelines, and anticipatory rules, plus ethics
by design: privacy-preserving architectures, explain-
ability, and fail-safes built in from the first line of code,
not retrofitted before launch.
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A seizure detector trained on one population. Headline accuracy hides a dangerous per-group gap; only a subgroup audit exposes it. The dashed line

is a nominal deployment bar.

Quick Self-Test

1. Name two ways neural data differs from ordinary sensitive data, and why those differences make HIPAA

and GDPR necessary but not sufficient.

G LN

structural safeguards it recommends?

List the five neurorights, and for any two, give a concrete technology that threatens it.

What does the privacy budget € control in differential privacy, and what is the tradeoff as you lower it?
Explain the autonomy paradox of BCIs in one sentence.

Why does the book treat dual-use as a structural property rather than a fixable flaw, and what are two

6. A neural diagnostic reports 95 percent overall accuracy. Why is that not enough to deploy, and what must

you check first?

If You Remember One Thing

4



Ordinary Al ethics asks how to protect data about people; NeuroAl ethics asks how to protect people’s minds,
and that raises the stakes at every step, privacy you cannot re-issue, consent to a system that keeps changing,
identity a device can quietly edit, and bias that can cost a life instead of an inconvenience. The five neurorights
are the map, but they only work if the safeguards are built into the technology, the clinic, and the law at the
same time, before the capability outruns the guardrails.
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